PEKOMEHJIALIMH
0 Mepax Mo MOBBIICHHIO 3allHINEHHOCTH HHDOPMALMOHHON HHDPaCcTPYKTYPHI
obpasosarensHbIx yupexaenuii Poccniickolt denepannn

Ananus cpenenuii 06 yrposax GezonacHocTd MHGOPMAIMH, IPOBOAHMEIH B
YCHIOBHMAX CKIaAbIBatolledics o6CTaHOBKH, YKa3biBacT HA YBEJMYCHHE YHCIA
KOMIBIOTEPHBIX aTaK H CBA3AHHBIX C HUMH yTeYeK NePCOHANIBHAIX JaHHBIX.

Iponomxaior GukcupoBaThes BakTh GONBIIONO KOAMYECTBA GHIIHHIOBBIX
MHCEM, MOMBITOK BHEAPEHHAs BHPYCOB-IIHQPOBAIBIIMKOB Yepe3 NOYTOBBIC
BJIOXCHHS, a TaKKe pacChUIOK 3aBe/oOMO JIOKHBIX coofwmenn#t o6 akrax
TeppopH3Ma.

B  uensx npejorBpamenns peanusauuu  yrpo3  GesomacHocTH
HHPOPMALHOHHOM HHPPACTPYKTYPH! 00pa3oBaTebHBIX yupexaeHuil Pocculickoi
Deaepauun HeOGXOANMO NPHHATH JOTIOHHUTEIbHbIE MEPH 3AIIHTH HHMOPMALIHH:

1. OGecneunTs NpUMEHeHHEe CPECTB AHTHBHPYCHOMN 3aIIMTH H aHTHCTIAMA, &
TaKKe CBOCBpeMeHHOEe 06HOBNeH e uX 6a3 JaHHBIX.

2. Hactpoutp B CpeiCTBAX AaHTHBHPYCHOM 3aUMTHI, aHTHCNaMa
(npH HATHYMH) TIPOBEPKY BCEX MOCTYNAIOMIMX HA IEKTPOHHYIO NOYTY BIOXKEHHH.

3. Ilpoundopmuposats mnoas3oparenell HHOOPMALUMOHHON CHCTEMBI
o0 HeobxoaumocTr GesonacHoii paboTsl ¢ 2/1eKTPOHHOM NOYTOM, 8 HMEHHO:

- BHHMATENBHO NPOBEPATE aJpec OTNPABHTENA, AaXKe B Cllydae COBIaAeHHs
HMEHH C Y)Ke H3BECTHBIM KOHTAKTOM;

- HE OTKPHIBAThH MIHCEMA OT HEH3BECTHHIX AAPECaTOB;

- NpPOBEPATH NHChMAa, B KOTOPHIX COJEPIKATCA NpPH3BIBEI K JCHCTBHAM
(HanpuMep, «OTKpOI», «NpoYMTAl», KOZHAKOMBCA»), 4 TAKKe C TEMaMH Ipo
dunanchl, 6aHku, reonoMMTHYECKYI0 06CTAHOBKY HIH YTPO3LL;

- HE MNEepPeXONMTh IO CChUIKAM, KOTOphe COAEPKATCA B 3/IEKTPOHHBIX
nucpMax, oCOOGEHHO €ClM OHH JUIMHHBIE WiH HaoGoport, ncnanbzylo'r CEPBHCHI
cokpauenns ccpuiok (bit.ly, tinyurl.com u T.4.);

- He HAXHMMATh Ha CCHUIKH H3 NHChMAa, €C/IH OHH 3aMEHEHBI Ha CJI0Ba;

- IPOBEPATE CCBUIKH, JAXKe €CITH MHCHMO MOMYYSHO OT APYToro nojab30Barens
HHGOPMALHOHHOM CHCTEMBI;

- HE OTKPHIBATH BJIOXKEHHS, OCOGEHHO eCJIH B HHX COAEPKATCs JOKYMEHTHI
cuwpwm,wmcnmm,amemcmwkﬁ LNK,
CHM,VHD; ,

- He TEepexOAMTh MO CChUIKAM H HE CKauuBaTh (ailisl, comepKauly
BO BXOJMIHX MOYTOBBIX COOOMICHHSX, €C/TH CPeACTBAMH mmpyctmﬁ W‘w
B YKa3aHHBIX BIOKECHHAX 0OHaPyXEeHO BPeJOHOCHOE MPOrpaMMHOe 00€eCIIeYeHHE;

- BHHMATeNBHO OTHOCHTBCA K [HCHbMaM Ha HHOCTDAGHHOM A3BIKE,
¢ GoJbIIAM KONMYECTBOM NoJiyyareneil u opdorpaduueckumMu omubKamMu;

- B CNyyae MOABJCHHA COMHCHHIl, HaNpaB/AThL MONYYEHHOE IHCBMO KakK

BJIOXKEHHE aIMHHHCTPATOPY HHPOPMALHOHHON CHCTEMBI,
4. AKTHBHPOBaTH (1O BO3MONKHOCTH) MEXAHM3MbI IPOBEPKH 3/IEKTPOHHOM

NOYTHI, MPOBEPKH MOMIHHHOCTH JOMEHA-OTIPABHTENA (HanpHMep, HCIONb30BaTh
texrHonorun DKIM, DMARC, SPF), a Takke HACTPOMTH MpPOBEPKY BXOIALIMX
HHCEM € MCTIONB30BAHMEM 3THX TEXHOJIOTHHA.
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5. 3abnoxkupoBarh (NpH BO3MOXKHOCTH) NOJyYeHHE IIOJIL30BATENA
HHPOPMAUMOHHOM CHCTEMBI B 2JIEKTPOHHBIX IHCHMAX BJIOKEHHH ¢ pacIIMPeHHIMH
ADE, ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL,
DLL, DMG, EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE,
MSC, MSI, MSIX, MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB,
SYS, VB, VBE, VBS,VHD, VXD, WSC, WSF, WSH.

6. 3a610KHPOBATH JOCTABKY HCEM OT 3apyGeXHBIX JOMEHOB-OTIPaBHTEEH.

7. OBecneunts perynipHoe OGHOBNIEHHE HCIONB3YEMOrO NPOrpPaMMHOIO
obecrieyeHHs, B TOM 4HMCIE Ha CeTeBHIX YycTpolicTBax (MapuIpyTH3aTopax,
KOMMYTaTopax).

8. O6ecneunts HCHONb30BaHHE YCTOWYMBBIX JUIMHHRIX maposei
AJMAHHCTPATHBHBIX YYETHAIX 3anucei.

Ilpy nocrynneHMH Ha ajpec 3/IEKTPOHHOM NOYTH 3aBEJOMO JIOXKHOIO
coobenms 06 akTe Teppopu3Ma HeoGXOAUMO IPHHATH CIELYIOUHE MEPHI:

1. TToctynusinee coobuienue 06 aKTe TePPOPUIMA HE YIAANATS.

2. OcymecTBHTh KONHPOBAHHE TeKcTa cooOmieHHs 06 aKTe TeppopH3IMA
B BHJEC CHHMKOB 3KpaHa ycrpoiicTBa (ckpuHWOTOB GO (oTomsobpaxenui,
NOJIYYEHHBIX nocpeAcTBoM HubpoBol doTodukcainm).

2.1. Ha ckpuamorax (doromszobpaxkennsx) MAOMKHA oOTOOpaXarbCs
crienyiomas HHpopmanus ob obwsexre:

- Ha3BaHHE TeMBl MUCHMa (B TOM 4HC/IEC €CAM NHCBMO He HMeeT
HazBaHus:«<be3 TeMBI>»);

- ajipec IEKTPOHHON INOYTHl OTHPaBHTENA MHChMA, 3a(QHKCHPOBAHHBIH
B rpage, o6o3HaueHHOl pexBu3nTOM «OT:»;

- J1aTa ¥ BpeMs OTIPABJICHHUS THCEMA;

- TEKCT MUChMa (BKJTIOYas MOANMKCH K HeMy, Hanpumep: «C ysaxenneM, Msax
MBanos»), KOTOPHIH MOXKET COAEPXKATHCA HENOCPEACTBCHHO B NHCHME H/WIH BO
BJIOKEHHH K HEMY B BH/€ NpUKperuieHHoro daiina.

2.2. 3aduxcHpoBaTh Ha CKPHHIIOTE/(HOTOH300pAKEHHH HAHYKE B IHChME
BJIOXKEHHS, @ TAKKE PH OTKPHITHH ero 3apHKCHPOBaTh AHAJIOTHYHEIM CTIOCOOOM
TEKCT, KOTOPBI} OHO COZIEPXKHT.

k9 chmoqm xonnponaane Tekcra coobmeHns o6 akre rcg_popxm

HeGpeKHBIM mrmponaam, Qonomam TEKCTOB.

4. TIpu HeBO3MOXHOCTH (uKcauun coobmenuil 06 akTe TeppopH3Ma B BHJE
CKPUHIIOTOB/QOTOM300pAKEHHH OCYIIECTBHTh MX (HKCALMIO MOCPEACTBOM
dyHxumit KonupoBaHUA ¥ BCTABKH B AoKyMeHT Word (C coXpaHeHHeM yKasaHHOH
uHpopMaimu o6 obbexTe).

2 A2 noc:’rymnmeu coobmenun 06 akTe TeppopH3Ma HE3aMCUIMTEIbHO
COOBIIUTE IO SAMHOMY HOMEPY BhI30Ba SKCTPEHHBIX ONEPATHBHEIX ciyk6 «112»




